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The U.S. military continues to review its digital strategy and cyberoperations in 
light of the lessons of the russian-Ukrainian war. The key here is building up the 
human resource potential of all branches of the military, including in offensive 
cyberoperations. At the same time, discussions continue regarding the readiness of 
certain commands to operate in the cyber domain (for example, the U.S. Navy). These 
efforts are complemented by the U.S. Administration’s broader policy to train new 
cyberprofessionals; the National Cyber Workforce and Education Strategy laid out the 
strategy for this area of public policy.

Ukraine’s international cooperation is developing against the backdrop of russian attacks 
constantly detected by Ukrainian cybersecurity authorities. During the meeting of the 
National Cybersecurity Coordination Centre (NCSCC) working group on cooperation 
with the Cooperative Cyber Defence Centre of Excellence (CCDCOE), Ukrainian experts 
agreed on a roadmap for cooperation between Ukraine and the NATO Joint Cyber 
Defense Center of Excellence. Ukraine continues to study and discuss international 
experience and conceptual frameworks for creating cyberforces in Ukraine. At the 
same time, the russian federation continues to attack Ukraine in cyberspace. At the 
beginning of the month, Security Service of Ukraine (SBU) cyberspecialists blocked 
attempts by russian military intelligence to gain access to the Armed Forces’ combat 
data exchange system, and phishing attacks on the public sector continue. Ukrainian 
specialists study and describe the activity of the Gamaredon group during the Ukrainian 
counteroffensive. 

KEY 
TENDENCIES 

The ongoing cyberconfrontation between the United States and the People’s Republic 
of China, although not reaching a state of political escalation, is becoming increasingly 
dynamic. In August, the two sides traded accusations of cyberattacks against each other, 
and cybersecurity companies are tracking a number of dangerous Chinese hacking 
groups believed to be backed by Chinese government entities. At the same time, U.S. 
security agencies are warning the public and private sectors that foreign agents actively 
hunt for innovative developments in space technology. For this reason, Cybersecurity & 
Infrastructure Security Agency (CISA), National Institute of Standards and Technology 
(NIST), and the National Security Agency (NSA) recommend that all interested parties 
prepare for post-quantum cryptography.
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Europe is increasingly paying attention to the physical security problems of digital 
infrastructure. In August, the European Union Agency for Cybersecurity (ENISA) 
published its research on the security of submarine cables whose stability is necessary 
for internet services and the entire digital infrastructure of the European Union (EU). 
Although currently the main threats are mainly random and natural factors, the agency 
does not rule out the growth of deliberate sabotage.

The cybersecurity situation by sector remains complex. Security companies note a 
constant increase in the interest of hackers in Industrial Control System/Operational 
Technology (ICS/OT) systems, as well as in weakly protected objects such as hospitals 
and municipal authorities. Cyberattacks (primarily ransomware) against them do not 
weaken and show a constant trend of growth. The situation is particularly difficult for 
the industrial sector, as the growing attention to ICS/OT leads to the discovery of new 
vulnerabilities in industrial systems. Although patches for them are released quite 
quickly, the culture of cybersecurity for this segment is still a new practice. Although 
OT security of systems is gradually added to the responsibilities of corporate SOCs, they 
often do not have properly trained personnel for effective operations.

NIST presented the second version of a key standard in cybersecurity, the NIST 
Cybersecurity Framework, which is the basis for numerous measures to develop the 
cybersecurity of organizations around the world (including in Ukraine) and the second 
version should make it even more universal.

russia continues its destructive cyberactivity against Ukraine and its allies. Cybersecurity 
experts have discovered several activities of russian government hacking groups 
that may indicate their involvement in intensive activities or preparing for them in 
cyberspace. For example, BlueCharlie (fsb) is creating a new attack infrastructure 
and Midnight Blizzard (SVR) is actively using Microsoft Teams for social engineering 
activities. The NoName057 group attacked several French and Dutch government 
websites (although the impact was symbolic), and also attacked Polish and Czech banks, 
demanding that they stop supporting Ukraine.

Ukrainian cyberexperts discovered a dangerous cyberoperation russia had planned to 
conduct against mobile devices used by the Ukrainian military. The SBU prepared a 
report on this operation and the data were later confirmed more extensively by the 
cybersecurity government structures of the Five Eyes alliance.
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The Telegraph reported that an attack by Ukrainian surface drones on russian naval units in the 
Black Sea was aborted when the vital Starlink connection for the operation was lost. Elon Musk, 
who controls Starlink, has voiced his preference against his system aiding long-range offensive 
operations. He exercises selective network access denial for disapproved attacks. Consequently, 
Ukraine is exploring communication infrastructures that reduce reliance on Mr. Musk.

Attackers known as the Space Pirates have been connected to attacks on at least 16 
organizations in russia and Serbia over the past year. They have adopted innovative tactics and 
incorporated new cyberweapons into their arsenal. A report by Positive Technologies details their 
activities and innovations. 

«The primary objectives of the cybercriminals remain espionage and the theft of confidential 
data; however, the group has broadened its focus and expanded the scope of its attacks,» states 
the report. Their targets include government agencies, educational institutions, private security 
firms, aerospace manufacturers, agricultural businesses, defense sectors, energy providers, and 
medical entities in russia and Serbia.

russian federation president endorsed amendments to legislation that risk eroding online 
anonymity, curtailing freedom of speech, and hampering innovation. From this year onward, 
Internet platforms must authenticate the identity of new users through state-sanctioned systems 
prior to granting access. Offering guidance on circumventing restrictions using virtual private 
networks (VPNs) will be deemed a criminal act, specific uses of Gmail will face prohibition, and 
hosting companies lacking state approval will be deemed illicit.

The law requiring pre-installation of russian apps on smartphones, tablets, computers, and TVs 
equipped with Smart TV function took effect in russia as of April 2021. Per the decree signed by 
russian Prime Minister Mikhail Mishustin, the revised roster of applications encompasses 40 titles, 
featuring products from Yandex, VKontakte, and Kaspersky.

ELON MUSK «REFUSES TO TURN ON STARLINK» FOR CRIMEA DRONE ATTACK

«SPACE PIRATES» CYBERCAMPAIGN EXPOSED BY RESEARCHERS IN RUSSIA AND SERBIA

PUTIN OUTLAWS ANONYMITY: MANDATORY IDENTITY VERIFICATION FOR ONLINE 
SERVICES, BYPASSING VPNS DEEMED CRIMINAL

RUSSIA SPECIFIES MANDATORY SOFTWARE INSTALLATIONS FOR PCS, PHONES, 
AND TVS 

1.	FIRST WORLD 
CYBER WAR 

https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/space-pirates-a-look-into-the-group-s-unconventional-techniques-new-attack-vectors-and-tools/
https://www.telegraph.co.uk/news/2023/07/31/elon-musk-starlink-ukraine-drone-attack-crimea/
https://thehackernews.com/2023/08/researchers-expose-space-pirate-cyber.html
https://torrentfreak.com/putin-outlaws-anonymity-user-id-verification-for-online-services-vpn-bypass-advice-a-crime-230801/
https://www.epravda.com.ua/news/2023/08/2/702824/
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On August 2, Microsoft revealed that the russian threat group Midnight Blizzard, formerly 
tracked by Redmond as Nobelium and identified by U.S. and British intelligence as an operation 
of russian foreign intelligence, has shifted to executing targeted social engineering attacks 
against various Western entities. The primary objective of this operation revolves around 
espionage, as is almost always the case with foreign intelligence. The foreign intelligence 
group is casting a wide dragnet, with its sights set on government entities, non-governmental 
organizations (NGOs), IT service vendors, tech firms, manufacturers, and the media industry. In 
its report, Microsoft outlines a 3-phase process for these attacks. 

On August 4, The Kyiv Independent published an interview with Yuriy Shchyhol, Chair of the 
State Service of Special Communications and Information Protection of Ukraine (SSSCIP). Mr. 
Shchyhol credits the successful defense to the swift application of insights garnered during war 
preparations. This preparative stage accelerated the learning curve, a process that had been 
unfolding over several years. moscow initiated cyberoperations at a less aggressive scale during 
its 2014 annexation of Crimea. Meanwhile, Ukraine derived invaluable lessons from confrontations 
such as the 2017 NotPetya campaign.

In the ongoing war, rapidly establishing robust collaboration with both the private sector and 
ally governments has underpinned successful defenses. Mr. Shchyhol voiced his contentment 
regarding the enhanced interagency synergy within the Ukrainian government since the onset of 
the full-scale war, noting the prior pervasive internal conflicts have now made way for a prevailing 
cooperative spirit. He also affirmed the efficacy of sanctions imposed on russia and such measures 
should persist, in Shchyhol’s view.

The LockBit ransomware group threatened to disclose purloined data from West Oaks School, 
a special needs institution in Leeds, United Kingdom (UK), unless the ransom is settled within 
a fortnight. This act exemplifies the rising trend of cyberincursions targeting UK educational 
establishments. Since September 2020, the National Cybersecurity Centre (NCSC) has 
disseminated multiple warnings regarding these perils. Operating under the Ransomware-as-
a-Service (RaaS) paradigm, LockBit has spearheaded a considerable volume of assaults on U.S. 
government agencies.

MIDNIGHT BLIZZARD LINKED TO RUSSIAN FOREIGN INTELLIGENCE USES MICROSOFT 
TEAMS FOR SOCIAL ENGINEERING

«UKRAINE POSITIONED TO WIN WORLD’S FIRST CYBERWAR,» – SAYS YURIY SHCHYHOL

CYBERCRIMINALS WITH RUSSIAN LINKS TARGET SCHOOL CATERING TO CHILDREN 
WITH LEARNING DISABILITIES

On August 2, Recorded Future reported that a russian federation federal security service (fsb)-
affiliated group they monitor, named BlueCharlie (dubbed Star Blizzard by Microsoft, previously 
Seaborgium), has registered 94 fresh domains for its infrastructure. This setup aids in credential 
harvesting, intelligence acquisition, hacking, and leakage activities. The fsb primarily targets 
Ukraine and NATO member countries.

IN RESPONSE TO INFORMATION LEAK, BLUECHARLIE (FSB) DEVELOPS NEW 
ATTACK INFRASTRUCTURE 

https://www.microsoft.com/en-us/security/blog/2023/08/02/midnight-blizzard-conducts-targeted-social-engineering-over-microsoft-teams/
https://kyivindependent.com/ukraines-cyber-chief-says-kyiv-is-winning-worlds-first-cyberwar/
https://therecord.media/russian-cybercriminals-target-uk-school
https://therecord.media/russian-hackers-building-new-infrastructure
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On August 7, The Record relayed findings from a Sentinel Labs report indicating that russia’s 
premier missile producer, Mashinostroitelstvo Design Bureau, had been infiltrated by two distinct 
factions supported by the North Korean regime. The groups were ScarCruft, which breached 
the design bureau’s email server, and Lazarus, reputed for embedding digital backdoors within 
systems. This cyber intrusion underscores the potential strain between North Korea and 
russia and illustrates the lengths North Korea might traverse in bolstering its missile initiative. 
Nonetheless, details about the data accessed and its application remain ambiguous.

On August 8, Ukrainian intelligence agencies announced that they had thwarted an attempt by 
russian state-affiliated hackers, purportedly from the Sandworm hacker collective, to breach a 
battlefield management system employed by the Ukrainian Armed Forces.

russian hackers have crafted a minimum of seven novel malware iterations aimed at 
penetrating devices linked to Ukrainian military grids. This malware was intended to harvest 
internal intelligence, grant remote device entry, and pilfer data. One strain, named STL, was 
tailored to access devices tethered to the Starlink satellite Internet.

On August 9, The Record reported that a pro-russian hacking collective has taken credit for cyber 
onslaughts against government portals in France and the Netherlands. These attacks surfaced a 
mere week after the NoName057(16) faction aimed distributed denial-of-service (DDoS) attacks 
at government entities and private establishments in Spain and Italy.

Despite the escalation of hacktivist activities, the Dutch cybersecurity authority categorizes 
the ramifications of these intrusions as «limited and symbolic». In France, both the customs 
agency and the financial regulator’s online platforms were reportedly in the crosshairs of 
NoName057(16). While these portals were indisputably offline, the customs department 
attributed the downtime to pre-planned system maintenance.

The NoName057(16) group has maintained a prolonged operational presence, orchestrating 
cybermaneuvers across numerous nations, including Lithuania, Ukraine, Poland, and Italy. The 
group predominantly causes brief service interruptions utilizing a DDoS software dubbed DDoSia.

NORTH KOREAN STATE-SPONSORED HACKERS BREACH RUSSIA’S PREMIER MISSILE 
MANUFACTURER

UKRAINE SUCCESSFULLY THWARTS ATTEMPTED MILITARY TABLET HACK

PRO-RUSSIAN HACKERS CLAIM RESPONSIBILITY FOR ATTACKS ON FRENCH AND 
DUTCH WEBSITES

https://www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian-missile-engineering-company/
https://www.radware.com/security/threat-advisories-and-attack-reports/unraveling-russian-multi-sector-ddos-attacks-across-spain/
https://therecord.media/russian-hackers-claim-attacks-on-italy
https://therecord.media/north-korean-hackers-breach-Russia
https://therecord.media/ukraine-military-tablets-sandworm-hacking-attempt
https://therecord.media/prorussian-hackers-claim-attacks
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U.S. residents and businesses should fortify their preparedness for the foreseeable disturbances 
stemming from cyberattacks, according to the chief of the nation’s cybersecurity authority, 
Jen Easterly. Delivering remarks at the Black Hat cybersecurity summit, she underscored that 
Americans could glean insights from Ukraine’s enduring tenacity amidst hostile cyberattacks. She 
echoed this sentiment in a blog entry «The Power of Resilience» on CISA’s webpage.

The American tech giant conveyed in a letter dispatched to russian firms on August 10 that it will 
cease accepting payments for its services in russia through bank transfers to a domestic bank 
account. Accordingly, Microsoft clients have a window of two months, until October 1, 2023, to 
secure an alternate provider. This move stems from the sanctions imposed on russia due to its 
aggression against Ukraine. 

On August 10, the Dutch cybersecurity firm EclecticIQ released an analysis on its blog pointing to 
evidence suggesting that a current campaign targeting NATO foreign ministries bears signs of 
russian threat involvement.

These phishing attacks utilize PDF documents crafted as diplomatic lures, with some 
masquerading as correspondence from the German Embassy, to deploy a malware variant named 
Duke. This malware is linked to APT29, also recognized by monikers such as BlueBravo, Cloaked 
Ursa, Cozy Bear, Iron Hemlock, Midnight Blizzard, and The Dukes.

EclecticIQ’s analysts remarked, «The threat actor leveraged Zulip, an open-source chat application, 
as a command and control mechanism to discreetly operate and mask its actions amidst genuine 
web traffic.» 

CISA DIRECTOR: U.S. MUST DRAW LESSONS ON THREAT READINESS AND RESPONSE 
STRATEGY

MICROSOFT HALTS LICENSE RENEWALS FOR RUSSIAN FIRMS

RUSSIAN HACKERS EMPLOY ZULIP CHAT PROGRAM FOR STEALTH CONTROL IN 
DIPLOMAT PHISHING ATTACKS 

On August 9, The Record reported that the russian parliament endorsed a law in 2022 granting 
the fsb permissions to tap into user data amassed by taxi platforms like Yandex’s ride-hailing 
service, Yango. This development stokes privacy concerns in several nations where Yango is 
operational. Set to be effective from September 2023, the law might have implications for 
international users of the service.

Although Yandex has announced that the new law will not disrupt existing protocols—wherein 
solely the law enforcement of the country where the ride originated can access pertinent 
data—regulatory bodies in Finland and Norway have prohibited Yandex from transferring any 
personal data of Yango clientele to russia. Concurrently, countries like Georgia and Kazakhstan 
are spearheading probes into the situation.

Drawing from anonymous informants, there are indications that user data, including personal 
details and travel trajectories accumulated by Yango, reside in russian data repositories. 
From September, the fsb will be able to garner insights like IP addresses, device markers, 
and operational system metrics. While European users have the right to demand the erasure 
of personal records, Yandex additionally stockpiles «technical» and «historical data» which 
remains indelible by users. 

REGULATORS ALARMED: RUSSIA COULD ACCESS YANDEX TAXI DATA SPANNING 
EUROPE TO CENTRAL ASIA

https://www.cisa.gov/news-events/news/power-resilience
https://blog.eclecticiq.com/german-embassy-lure-likely-part-of-campaign-against-nato-aligned-ministries-of-foreign-affairs
https://therecord.media/cisa-jen-easterly-black-hat-cyberthreats-resilience
https://therecord.media/microsoft-to-freeze-license-extensions-for-russian-companies
https://thehackernews.com/2023/08/russian-hackers-use-zulip-chat-app-for.html
https://therecord.media/regulators-fear-yandex-data-transfers
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On August 11, Recorded Future disclosed that hacker group MoustachedBouncer, associated with 
the Belarusian government, is targeting foreign embassies within Belarus. This collective employs 
an attack strategy termed Adversary in the Middle (AitM) to pilfer authentication credentials. To 
date, they have reportedly compromised four embassies using digital tools named NightClub and 
Disco. Among their functionalities, these utilities enable the attackers to capture screenshots, 
record audio, and log keystrokes. It is believed that MoustachedBouncer maintains connections 
with other prominent hacking entities, such as Winter Vivern and Turla, orchestrating their cyber 
offenses at the Internet Service Provider (ISP) echelon.

MOUSTACHEDBOUNCER SPYWARE LAUNCHES ATTACKS ON EMBASSIES IN BELARUS

On August 11, officials from the U.S. NSA and satellite Internet provider Viasat shed light on the 
details surrounding the cyberattack the firm faced at the onset of russia’s invasion of Ukraine. 
Orchestrated by russian hackers, this advanced assault led to the deactivation of thousands of KA-
SAT modems. Purposefully crafted, the attack aimed to hamper Ukrainian government and military 
communications. Given that most of the impacted modems are in Europe, the U.S.-based Viasat 
found it challenging to counteract.

This multifaceted cyberoffensive had two primary components. Initially, the culprits infiltrated 
Viasat’s network through a VPN, tampering with software updates to deploy malicious scripts. 
Subsequently, they amplified the assault using request overloads, incapacitating thousands of 
modems, and complicating system restoration. The hackers seemed to have specific targets in 
mind, though Viasat opted not to divulge details.

Post-incident, Viasat adopted enhanced network practices and revamped its infrastructure to 
brace for potential future attacks. The method through which hackers initially accessed the 
system remains under investigation, with no evident signs of standard vulnerabilities having been 
exploited. After extensive research spanning months, the NSA pinpointed evidence linking russian 
entities to the attack, a pivotal discovery for imposing sanctions aimed at financially pressuring the 
perpetrators.

In an exclusive interview with Cybernews, two Radware threat researchers masquerading 
as «undercover hacktivists» within pro-russian circles unveiled fresh insights into the inner 
mechanisms of the NoName057(16) cyberterrorist faction. Radware’s findings highlight that 
NoName reigned supreme in the pro-russian hacktivist arena during the initial half of 2023, 
orchestrating an astonishing 1,174 attacks across 32 Western nations within a mere 176 days. 
According to them, this group holds greater significance than either Killnet or Anonymous Sudan. 

Per a Grafika report released on August 21, two hacking collectives participated in a digital 
disinformation initiative targeting the undermining of NATO and amplifying discord among allies. 
Though the researchers cannot assert definitively the identity of the groups, the modus operandi 
bears similarities to prior pro-russian influence endeavors spearheaded by Doppelganger and 
Secondary Infektion, the latter being associated with disinformation drives during the 2016 U.S. 
presidential race. The report’s authors stress that this campaign yielded minimal impact and 
largely remained confined within pre-existing online pro-Kremlin circles.

UNVEILED DETAILS OF VIASAT ATTACK AT ONSET OF RUSSIAN-UKRINIAN WAR 

UNDERCOVER INSIDERS UNMASK LATEST NONAME HACKTIVIST OPERATIONS

TWO HACKER GROUPS UNCOVERED IN NATO SUMMIT DISINFORMATION CAMPAIGN 

https://therecord.media/espionage-hackers-targeting-embassies-belarus
https://therecord.media/viasat-hack-was-two-incidents-and-resulted-in-sanctions
https://cybernews.com/cyber-war/new-undercover-intel-noname-russian-hacktivist-operations/
https://graphika.com/reports/summit-old-summit-new
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Ukrainian hackers claim to have hacked into the emails of a senior russian politician and exposed 
documents allegedly proving his involvement in money laundering and sanctions evasion 
schemes. On August 21, a group called Cyber Resistance leaked 11 GB of emails allegedly belonging 
to the Deputy Speaker of the russian parliament Alexander Babakov and made them public.

UKRAINIAN HACKERS ALLEGE LEAK OF RUSSIAN DEPUTY SPEAKER’S EMAILS

On August 30, the russian hacktivist group NoName057 (16) targeted Czech banks and the stock 
exchange, urging the institutions to cease their support for Ukraine. Experts informed CTK that 
bank customers’ finances were not at risk; the sole inconvenience for them was the temporary 
inability to access online banking. Similar attacks had previously been launched on Polish 
institutions, echoing the same demands. 

On August 10, an expert discussion convened at the Center for Strategic and International Studies 
(CSIS) think tank with Paul Nakasone, former head of the NSA and U.S. Cyber Command, as the 
keynote speaker. He highlighted the initiation of the innovative Hunt Forward Operations program 
in 2018 in Ukraine, which involved sending U.S. Cyber Command teams abroad upon another 
country’s invitation. Nakasone emphasized that the Cyber Command’s engagements in Ukraine 
in both 2018 and 2021 enriched its collaboration experience and underscored the significance 
of dynamic cooperation with the private sector, along with the sharing of cyberintelligence 
information with allies. 

On August 30, the CSIS think tank held an expert discussion featuring President Rodrigo Chavez 
of Costa Rica. Reflecting on the major cyberattack on his nation, Chavez observed that its timing, 
closely following his public denunciation of russia’s aggression against Ukraine, seemed more than 
coincidental. Presently, the U.S. is extending cybersecurity aid to Costa Rica, contributing $25 
million for to establish a security hub, acquire equipment and software, and dedicated oversight of 
cybersecurity, coupled with sustained support for enforcing cybersecurity protocols.

On August 31, the security agencies of the Five Eyes alliance issued a joint report confirming a 
malicious operation by russian hackers that the SBU had identified, targeting Android devices 
in the hands of Ukrainian service members. Named Infamous Chisel, this malware enables 
unsanctioned access to infiltrated devices and is engineered to sift through files, oversee traffic, 
and intermittently pilfer sensitive data. 

HACKERS TARGET POLISH AND CZECH BANKS, DEMAND CESSATION OF UKRAINIAN 
SUPPORT

CSIS DISCUSSION REVEALS UKRAINE AS INITIAL OPERATION LOCALE UNDER HUNT 
FORWARD OPERATIONS PROGRAM

PRESIDENT RODRIGO CHAVEZ SPECULATES: 2022’S CYBERATTACK ON COSTA RICA 
A RETALIATION FOR DENOUNCING RUSSIAN AGGRESSION?

U.S. AND GLOBAL ALLIES VALIDATE SBU FINDINGS ON RUSSIAN HACKERS 
TARGETING UKRAINIAN MILITARY TABLETS

Ukrainian hackers allege leak of russian deputy speaker’s emails
https://cybernews.com/cyber-war/polish-stock-exchange-banks-knocked-offline-by-pro-russian-hackers/
https://cybernews.com/cyber-war/polish-stock-exchange-banks-knocked-offline-by-pro-russian-hackers/
https://brnodaily.com/2023/08/31/news/hackers-attack-czech-banks-demanding-end-of-support-for-ukraine/
https://www.csis.org/analysis/front-row-view-nsa-reflections-general-paul-m-nakasone
https://www.csis.org/analysis/conversation-costa-rican-president-rodrigo-chaves
https://www.cisa.gov/news-events/news/us-and-international-partners-release-report-russian-cyber-actors-using-infamous-chisel-malware
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russia imposed a fine on Google, amounting to 3 million rubles (approximately €30,000), due to 
its non-compliance in deleting content that russia deems fabricated news pertaining to the war 
in Ukraine. On August 17, a Moscow court found Google culpable for not eradicating «prohibited 
content» on YouTube, which allegedly delineates routes to certain secured facilities, as well 
as «false information» about the «special military operation in Ukraine,» even after receiving 
directives from russian officials to execute such removal. 

This is not an isolated incident involving Google. Last year, the tech giant incurred a penalty of 
21.1 billion rubles, over €360 million at the time, for not purging content allegedly misrepresenting 
facts about the war in Ukraine.

RUSSIA SLAPS GOOGLE WITH FINE OVER «FALSE CONTENT» RELATING TO WAR IN 
UKRAINE 

https://www.politico.eu/article/russia-fine-google-ukraine-war/
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2.	CYBERSECURITY 
SITUATION IN UKRAINE

The National Coordination Cybersecurity Center (NCSCC), with the support of the Civil Research 
and Development Fund (CRDF Global) in Ukraine and the Cyber Warfare Research Institute, held 
the roundtable meeting «Creating cyberforces: analysis of international experience and prospects 
for Ukraine» to discuss promising ways to develop cyber forces in Ukraine and get acquainted with 
the latest achievements and advanced international experience in the field cyberdefense
  
Natalia Tkachuk, head of the Information Security and Cybersecurity Service of the National 
Security and Defense Council of Ukraine (NSDC) and secretary of the NCSCC, presented a study 
and detailed overview of successful practices of creating cyber forces in different countries, as well 
as the main implementation stages and challenges that arise in this process.

During the event, there were also online presentations by a representative of the UK Ministry of 
Defense and Deputy Commander of the Estonian Defense Forces Cyber Command, who shared 
their experience of creating cyber forces. Event participants discussed the experience of the 
world’s leading countries in creating cyber forces and approaches to forming effective cyber 
defense, creating cyber forces as a new branch of the Armed Forces of Ukraine, the need to make 
appropriate changes to Ukrainian legislation, developing organizational structures, and training 
personnel for cyber forces.

On August 8, NCSCC the working group on cooperation with NATO’s CCDCOE met in the NSDC, 
chaired by NSDC Deputy Secretary Serhii Demediuk. During the event, participants agreed on the 
roadmap for cooperation between Ukraine and NATO’s Joint Center for Advanced Technologies in 
Cyber Defense and discussed the issue of Ukrainian cybersecurity entities representation in the 
Crossed Swords 2023 cyber training scheduled to be held by the center in December this year in 
Tallinn, Estonia.
  
The participants also heard a report from the NCSCC representative NCSCCin the CCDCOE on the 
results of the center’s work in recent months and on the planned activities.

THE NCSCC HELD A ROUND TABLE MEETING TO DISCUSS INTERNATIONAL EXPERI-
ENCE AND CONCEPTUAL PRINCIPLES OF CREATING CYBER FORCES IN UKRAINE 

THE NCSCC WORKING GROUP ON COOPERATION WITH THE CCDCOE MET 

https://www.rnbo.gov.ua/ua/Diialnist/6582.html
www.rnbo.gov.ua/ua/Diialnist/6544.html
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A new report on cyberthreat trends analyzes the growth of the Gamaredon group’s activity 
on the eve of Ukraine’s counteroffensive. Against the background of the new stage of military 
operations, the russian group’s activity is increasing and is particularly trying to steal secret military 
information. Key findings:

• �Infrastructure preparation: before the Ukrainian counteroffensive, the Gamaredon group 
prepared its infrastructure and there was a significant increase in the number of cyberattacks.

• �_Use of compromised documents: Gamaredon uses stolen legitimate documents of compromised 
organizations to infect victims; the documents are often disguised as reports or official 
communications, increasing the likelihood of a successful attack.

• �_Exploitation of legitimate services: the Gamaredon group uses legitimate services such as 
Telegram for covert network communications; it is now necessary to consider the possibility of 
limiting the use of these platforms in the public sector of Ukraine.

• �_Versatile malware arsenal: The group’s malware arsenal includes GammaDrop, GammaLoad, 
GammaSteel, LakeFlash and Pterodo; this toolkit provides a multifaceted approach to victim 
compromise.

Full report

THE NCSCC INVESTIGATED THE ACTIVITY OF THE GAMAREDON GROUP DURING THE 
UKRAINIAN COUNTEROFFENSIVE

Serhii Demediuk, NSDC Deputy Secretary, took part in a roundtable devoted to the urgent issues 
of protecting national statehood in modern conditions. The participants discussed protecting state 
sovereignty, countering russian hybrid wars, bringing collaborators to justice, legalizing weapons, 
and countering corruption. Special attention was paid to the hybrid component of modern 
warfare, namely:

• Signs of special information operations carried out by the russians.
• Means of conducting hybrid warfare.
• _The roles of opinion leaders in disseminating information.
• _Ways of countering enemy propaganda.
• �_Nuances of the spread of russian propaganda in the information space of other countries, in 

particular Poland.

The «IT Meets Tech: Cybersecurity» conference was organized by the Lviv IT Cluster with the 
support of the SSSCIP and the USAID Cybersecurity for Critical Infrastructure in Ukraine Activity. 
The event was primarily held for representatives of government bodies and critical infrastructure 
facilities. Leading specialists in the field of cybersecurity, IT technologies, and information 
protection helped the participants to understand the threats present in cyberspace and to find the 
right approaches to strengthen their own cyberresistance.
  
The key issue that was raised during the speeches was what conclusions should be drawn by 
the state, and even more so by business, in order to ensure interaction and form an effective 
cyberdefense system.

SERHII DEMEDIUK TOOK PART IN A ROUNDTABLE SESSION ON PROTECTING 
NATIONAL STATEHOOD

«IT MEETS TECH: CYBERSECURITY» CONFERENCE WAS HELD IN LVIV

https://www.rnbo.gov.ua/files/2023_YEAR/CYBERCENTER/%D0%90%D0%BA%D1%82%D0%B8%D0%B2%D0%BD%D1%96%D1%81%D1%82%D1%8C %D1%83%D0%B3%D1%80%D1%83%D0%BF%D0%BE%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F.pdf
https://www.rnbo.gov.ua/ua/Diialnist/6587.html
https://www.rnbo.gov.ua/ua/Diialnist/6528.html
https://cip.gov.ua/ua/news/dosvid-viini-yaki-vikliki-stoyat-pered-derzhavoyu-ta-biznesom-u-kiberprostori
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In order to enhance the knowledge of information security specialists and provide practical 
skills that will help institutions to be effective in building and managing cyberdefenses, the 
SSSCIP conducted a second educational course for category «B» civil servants.

The participants learned about the topography of threats, strategies of russian hackers, and 
measures that allow one to build cyberdefense without unnecessary costs. Much attention was 
paid to building a culture of cybersecurity in institutions, as well as cooperation in the field of 
cyberprotection with specialized bodies, such as the State Cyberprotection Center and the 
Government Computer Emergency Response Team (CERT-UA).

The SSSCIP held the workshop «Cybersecurity culture: its role in ensuring cyberdefense of a 
government institution» for HR personnel participating in training to develop public authorities’ 
personnel management specialists. More than 20 specialists from different regions of Ukraine 
joined the event.

The Cabinet of Ministers of Ukraine (CMU) approved the procedure for developing and approving 
safety passports for critical infrastructure facilities to ensure protection against possible threats 
and prevent their occurrence.

The security passport will contribute to the continuous functioning of critical infrastructure that 
ensures the operation of the most important spheres in society, the stability of their work, and the 
elimination of real or potential threats.

The SSSCIP continues working on strengthening personnel potential in the field of information 
and cybersecurity. With support from the USAID Cybersecurity for Critical Infrastructure in Ukraine 
Activity, specialists developed professional standards for 15 new professions. Draft professional 
standards were published on the SSSCIP website for public discussion; comments and suggestions 
can be submitted until September 20.

SSSCIP CONDUCTED TRAINING ON CYBERPROTECTION OF CRITICAL INFORMATION 
INFRASTRUCTURE FOR STATE SECTOR INFORMATION SECURITY SPECIALISTS

SSSCIP HELD A WORKSHOP FOR HR SPECIALISTS

THE CABINET OF MINISTERS ADOPTED A RESOLUTION ON DEVELOPING AND 
APPROVING SAFETY PASSPORTS FOR CRITICAL INFRASTRUCTURE FACILITIES

REFORMING THE SYSTEM OF PERSONNEL TRAINING IN CYBERSECURITY: PROJECTS 
OF 15 NEW PROFESSIONAL STANDARDS HAVE BEEN DEVELOPED

https://cip.gov.ua/ua/news/derzhspeczv-yazku-provela-navchannya-z-kiberzakhistu-kritichnoyi-informaciinoyi-infrastrukturi-dlya-fakhivciv-z-informaciinoyi-bezpeki-derzhsektoru
https://cip.gov.ua/ua/news/kultura-kiberbezpeki-v-derzhavnomu-sektori-derzhspeczv-yazku-provela-vorkshop-dlya-hr-fakhivciv
https://cip.gov.ua/ua/news/kabmin-priinyav-postanovu-pro-rozroblennya-ta-pogodzhennya-pasportiv-bezpeki-na-ob-yekti-kritichnoyi-infrastrukturi
cip.gov.ua/ua/news/reformuvannya-sistemi-pidgotovki-kadriv-u-sferi-kiberbezpeki-rozrobleni-proyekti-15-novikh-profesiinikh-standartiv


17

The Verkhovna Rada Committee on National Security, Defense and Intelligence created a separate 
subcommittee on security in cyberspace, government communications, and cryptographic 
protection of Ukraine’s information. The subcommittee will be responsible for issues of national 
security in cyberspace, critical infrastructure, cyber defense, cyber intelligence, countering 
cyberterrorism and cyberespionage, and government communications security. It will also be 
in charge of technical and cryptographic protection of information, the government system of 
special communication, and the government system of the insurance fund of documentation.

Among the subcommittee’s tasks is implementing the best practices of European and 
international experience, taking into account modern realities, national characteristics, and кussia’s 
military aggression, among other things, in cyberspace.

The memorandum stipulates joint work on education, training, and raising awareness among 
young people about the rules of cyberhygiene and behavior in cyberspace.

«Specialists who are able to effectively counter cyberthreats and provide reliable cyberprotection 
are already in demand in Ukraine today. This demand will only grow in the future. That is why we 
pay a lot of attention to the issue of strengthening personnel potential in the field of cybersecurity. 
It is important that young people, our future cyberdefenders, have the opportunity to acquire the 
necessary knowledge and skills as early as possible,» stressed Oleksandr Potiy, SSSCIP Deputy Head.

SBU cyberspecialists exposed and detained two russian informants in Kharkiv who were collecting 
data on Armed Forces of Ukraine units in the city and directed rocket attacks on these objects. 
They moved around Kharkiv on bicycles and filmed places where, in their opinion, Ukrainian 
service members were stationed. Then they marked these locations on a Google map and sent 
screenshots to their handler from the russian federation.
  
SBU employees detained both members of the group «red handed» while collecting data on the 
deployment a Ukrainian Defense Forces unit. So far, the SBU investigators have presented the 
detainees with charges. A preventive measure for them is being selected. The suspects potentially 
face up to 12 years in prison.

THE SSSCIP AND THE KYIV YOUTH ACADEMY OF SCIENCES SIGNED A MEMORANDUM 
ON COOPERATION IN CYBERSECURITY AND CYBERPROTECTION

THE SBU DETAINED A GROUP OF SPOTTERS WHO DIRECTED RUSSIAN ATTACKS ON 
KHARKIV

THE VERKHOVNA RADA COMMITTEE ON NATIONAL SECURITY AND DEFENSE 
CREATED A SEPARATE SUBCOMMITTEE ON CYBERSECURITY, GOVERNMENT 
COMMUNICATION, AND INFORMATION PROTECTION 

https://cip.gov.ua/ua/news/spivpracya-derzhspeczv-yazku-ta-kiyivskoyi-man-pogliblyuyemo-znannya-molodi-z-kiberbezpeki
https://ssu.gov.ua/novyny/sbu-zatrymala-hrupu-koryhuvalnykiv-yaki-navodyly-udary-rf-po-kharkovu
https://cip.gov.ua/ua/news/komitet-vr-z-pitan-nacbezpeki-i-oboroni-stvoriv-okremii-pidkomitet-z-kiberbezpeki-uryadovogo-zv-yazku-ta-zakhistu-informaciyi-ukrayini
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SBU cyberspecialists in Kyiv detained two accomplices of the enemy who worked for the 
russian Oleksandr Zenin, editor-in-chief of the pro-Kremlin portal «Vsya Tver.» According to his 
instructions, the accused distributed up to 70 fake messages about the war in Ukraine every 
day in the Ukrainian segment of popular social networks and Telegram channels. First of all, the 
perpetrators massively «dispersed» disinformation about the course of hostilities at the front 
and tried to discredit Ukrainian Defense Forces. To do this, they created and independently 
administered a network of pro-russian Telegram channels and communities on Facebook, which 
reached an audience of more than 10,000 users. They received materials for destructive content 
in the form of electronic “methodologies.” According to available data, Zenin coordinated his 
actions with the russian special services and tried to spread panic in Ukrainian society through the 
publications of the people involved.

An investigation is ongoing to establish all the circumstances of the crime. The perpetrators face 
up to 12 years in prison with confiscation of property.

CERT-UA reports on the long-term activity of hackers aimed at the justice and notary bodies of 
Ukraine. Criminals distribute emails with attachments in the form of BZIP, GZIP or RAR archives. 
Opening the file eventually infects the computer with the AsyncRAT malware, which provides 
remote access to the device.

CERT-UA experts note that when sending emails, hackers use specific topics and file names, for 
example, «Letter of the Department of Notary Affairs in Dnipropetrovsk Oblast.rar», «Letter for 
information and implementation.cmd», «Letter of the Ministry of Education for information and 
consideration in the work.exe.bzip». It is assumed that the attackers’ main targets are Ukrainian 
justice and notary bodies.

CERT-UA has been tracking malicious activity since the first quarter of 2023 under the identifier 
UAC-0173. It is possible that it may be related to the activity of UAC-0007 (BlackNotary).

SBU cyber specialists blocked attempts by russian military intelligence to gain access to the 
combat data exchange system of the Ukrainian Armed Forces. As a result of comprehensive 
measures, the illegal actions of russian hackers who tried to penetrate Ukrainian military networks 
and organize intelligence gathering were exposed and blocked.

«Since the first days of the full-scale war, we have been fending off cyberattacks by the russian 
special services trying to break our military command system and more. The operation we 
conducted now is the cyberdefense of our army,» said the head of the SBU Cybersecurity 
Department Ilya Vityuk. According to him, the responsibility for the cyberattacks lies with the 
hacker group Sandworm, which is under the control of russian military intelligence.

As a result of the investigation, SBU cyberspecialists established that in order to spread «viruses» 
in the system, the enemy made a main «bet» on capturing Ukrainian tablets on the battlefield. 
They planned to use the access and programs available on the devices to penetrate the system. 
In total, the SBU identified nearly 10 hostile spyware programs that were designed to exfiltrate 
information from the system.

THE SBU DETAINED TWO PROPAGANDISTS IN KYIV WHO, ON THE ORDER OF THE RUSSIAN 
FEDERATION, «DISPERSED» UP TO 70 FAKES ABOUT THE WAR IN UKRAINE EVERY DAY

HACKERS ATTACK UKRAINIAN JUSTICE BODIES AND NOTARIES

THE SBU EXPOSED ATTEMPTS BY RUSSIAN SPECIAL SERVICES TO BREAK INTO THE 
ELECTRONIC SYSTEM FOR PLANNING OPERATIONS OF THE ARMED FORCES

https://ssu.gov.ua/novyny/sbu-zatrymala-u-kyievi-dvokh-propahandystok-yaki-na-zamovlennia-rf-shchodnia-rozghanialy-do-70-feikiv-pro-viinu-v-ukraini
https://cip.gov.ua/ua/news/khakeri-atakuyut-ukrayinski-organi-yusticiyi-ta-notariusiv
https://ssu.gov.ua/novyny/sbu-vykryla-sproby-rosiiskykh-spetssluzhb-pronyknuty-v-elektronnu-systemu-planuvannia-operatsii-zsu
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CERT-UA specialists recorded the mass distribution of phishing emails among government 
agencies with the subject «[CERT-UA#5086] Suspicious login to your mailbox.» They came 
supposedly on behalf of CERT-UA and used SSSCIP symbols.

The emails contain a request to change the password and a link to a web resource that simulates 
the web interface of the Roundcube mail software. If the user clicks on the link and enters 
authentication data, the login and password will be sent to the attacker using an HTTP POST 
request.

This time, the fake web resource was created using the free InfinityFree service. In addition, the 
attackers used the mlcrosoft.rf[.]gd subdomain, which was supposed to impersonate Microsoft 
services. Activity is tracked by UAC-0170.

To reduce the likelihood of a threat, CERT-UA calls for using multi-factor authentication based on a 
one-time code from a mobile application.

CYBERCRIMINALS ONCE AGAIN USE THE ATTRIBUTES OF SSSCIP UNITS TO CARRY 
OUT PHISHING ATTACKS

https://cip.gov.ua/ua/news/kiberzlovmisniki-znovu-vikoristovuyut-atributi-pidrozdiliv-derzhspeczv-yazku-dlya-zdiisnennya-fishingovikh-atak
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